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1. (10%) Why is it said that packet switching employs statistical multiplexing? Contrast
statistical multiplexing with the multiplexing that takes place in TDM?
2. (10%) Consider an e-commerce site that wants to keep a purchase record for each of its
customers. Describe how this can be done with cookies.
3. (10%) By using the following example, please describe how Web caching can
significantly reduce the delay in receiving a requested object with low-cost installation.

4. (10%) Why are new versions of TCP for high-speed transmission needed?
5. (15%) Hierarchical Routing in the Internet.
a. Describe how a hierarchical organization of the Internet has made it possible to
b.

scale to millions of users.
Compare inter-AS routing protocol with intra-AS routing protocol in terms of
policy and performance.

6. (15%) Consider a scenario in which Host A and Host B want to send messages to Host C.
Hosts A and C are connected by a channel that can lose and corrupt (but not reorder)
messages. Hosts B and C are connected by another channel (independent of the channel
connecting A and C) with the same properties. The transport layer at Host C should
alternate in delivering messages from A and B to the layer above (that is, it should first

deliver the data from a packet from A, then the data from a packet from B, and so on).
Design a stop-and-wait-link error-control protocol for reliably transferring packets from A
and B to C, with alternating delivery at C as described above. Give FSM descriptions of A
and C. (Hint: The FSM for B should be essentially the same as for A). Also, give a
description of the packet format(s) used.
7. (10%) Message Confidentiality, Message Integrity and Endpoint Authentication.
a. Why do we need “message integrity” and “endpoint authentication” if we already
have “message confidentiality”?
b. What is “Digital Signature”? Why do we need certification authorities for “Digital
Signature”?
8. (10%) What is the man-in-the-middle attack? Please use a scenario to describe the security
hole.
9. (10%) Location Privacy and DDoS
a.
b.

Why shall “location privacy” be addressed in wireless networks?
What is “DDoS attack”?

